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Deep learning (DL) systems have been widely utilized across various domains. However, the evolution of DL
systems can result in regression faults. In addition to the evolution of DL systems through the incorporation of
new data, feature evolution, such as the addition of new features, is also common and can introduce regression
faults. In this work, we first investigate the underlying factors that are correlated with regression faults in
feature evolution scenarios, i.e., redundancy and contribution shift. Based on our investigation, we propose
a novel mitigation approach called FeaProtect, which aims to minimize the impact of these two factors. To
evaluate the performance of FeaProtect, we conducted an extensive study comparing it with state-of-the-art
approaches. The results show that FeaProtect outperforms the in-processing baseline approaches, with an
average improvement of 50.6%–56.4% in terms of regression fault mitigation. We also show that FeaProtect
can further enhance the effectiveness of mitigating regression faults by integrating with state-of-the-art
post-processing approaches.
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1 Introduction
Deep Learning (DL) systems are extensively applied across various domains, including au-
tonomous driving [136], medical diagnosis [103], and software engineering [47]. Similar to tra-
ditional software, DL systems also require continuous evolution to meet new requirements or
enhance their performance. During the process of model evolution, apart from continuously col-
lecting new data, introducing new features, i.e., pre-defined attributes, to improve the performance
of DL models is also a common and effective strategy [21, 24, 134], and even recommended as an
important practice by the Google Team in their guidelines for DL system development [137, Phase
II]. For instance, Google’s recommendation and ranking system utilized 200 distinct features, such
as link quality and page view rate [29], and the number of features kept increasing with the system
evolving. They had plans to increase this number by more than 550 features in the same year [56].
Presently, in order to better cater to customer needs, Google’s recommendation system continues
to expand the number of features it employs. Similar situations can be observed in platforms such
as Taobao [67, 134] and YouTube [28], where the effectiveness of their recommendation systems is
achieved through the continuous introduction of hundreds, or even thousands, of features.

Like traditional software, during the evolution process, regression faults may be induced in DL
systems, i.e., test inputs correctly predicted by the old version of the model are incorrectly predicted
by the new version [126]. One example is the Google Flu Trends system, which aims to predict flu
outbreaks by analyzing search queries related to flu symptoms. The system worked correctly until
certain new features were introduced in the model in 2013, which led to biased estimates [38, 82]
and caused the prediction error of the system to increase by over 100% [17]. Consider the context of
AI-assisted healthcare systems, where data collection often poses significant challenges, particularly
for diseases with very few patients. Given the limited overall patient pool, hospitals have to conduct
follow-ups and revisit patients with specific illnesses to collect features throughout their treatment
journey. These features span from fundamental clinical data (e.g., heights and weights) to more
complex data with potentially invasive examination, such as imaging, biochemical, genetic, and
pathological information [20, 73, 123]. While later-stage data collection can be costly, the evolution
of integrating these features holds a pivotal role in enhancing the effectiveness of AI-assisted
healthcare systems. Suppose that the developers trained a DL model with 95% Accuracy (ACC)
to aid the doctor in deciding whether a patient requires hospitalization. Initially, he tends to be
cautious and carefully verify the recommendations of the DL model, lacking full trust. However,
after a year of interacting with this AI system, he gets used to it and learns a solid “mental model”
[76, Chapter I], enabling him to confidently rely on the AI-advised actions for the patients. Now,
the developers updated the DL model with 98% ACC. Although there is a 3% improvement, the
new model makes errors specifically in prediction for certain elderly patients. While the AI has
improved by 3%, the doctor is unaware of the new errors, and as a result of this outdated mental
model, takes the wrong actions for these elderly patients [13, 62, 104]. These regression faults may
lead to severe consequences, such as missing diagnosing diseases [13] or false alarms that cause
social panic [17]. Therefore, it is crucial to reduce regression faults induced by the model feature
evolution process.
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With increasing attention to regression faults in DL systems, several approaches have been
proposed to reduce such faults. In the literature, there are two types of in-processing regression
fault mitigation approaches. Tokui et al. [102] proposed NeuRecover, which first identifies the
weights responsible for regression faults in the DL system and then adjusts the weights to fix
them before deployment. While NeuRecover can address regression faults with minimal impact
on ACC, it over-relies on a limited number of regression faults from the training set for localizing
weights and guiding the repair process, thereby restricting its generalizability. When faced with
regression faults deviating from the distribution of the faults in the training set, it has limited
effectiveness, as confirmed in our study in Section 5.4.1 (i.e., it fixes only 20% of regression faults
from a different distribution). You et al. [126] proposed a finetuning-based approach to fix regression
faults by finetuning on regression-fault-triggering test inputs. It can mitigate regression faults from
different distributions but may lead to ACC drop or over-fitting due to just focusing on learning
from regression-fault-triggering test inputs [42]. In addition, all these approaches are proposed
and evaluated in the regression scenario introducing new data (data evolution) and overlooks the
regression scenario adding new features (feature evolution). Indeed, as confirmed in our study
(to be presented in Section 5), the effectiveness of these approaches becomes unsatisfactory since
they do not consider the potential causes of the regression faults in this scenario. Therefore, it is
important to design a mitigation approach specifically for the regression scenario introducing new
features in DL systems.

To address the aforementioned limitations, in this article, we proposed a novel regression fault
mitigation approach, called FeaProtect, for feature evolution scenarios. Specifically, FeaProtect
targets two underlying causes of regression faults in feature evolution scenarios, i.e., redundancy
and contribution shift, which are inspired by the causes of regression faults in traditional software.
First, the developers may focus more on the development of new functionalities and overlook
that code implementing new functionality may trigger erroneous behaviors or bring compatibility
issues in existing old functionalities [71, 128]. Second, even if the code for new functionality is
bug-free, an overemphasis on preserving old functionalities without timely optimization can be
problematic. As technology stacks become outdated, the old functionalities based on outdated
libraries or techniques may lead to regression faults [11, 80]. That is, regression faults in traditional
software are typically induced when developers overemphasize either the development of new
functionalities or the preservation of old functionalities, without giving equal consideration to
both. Regression faults induced by feature evolution in DL systems may occur in similar ways. First,
as the model learns new features, it may neglect the knowledge gained from old features and their
important contributions, ultimately leading to regression faults. Second, if the model fails to capture
the effective information in new features and instead overly relies on old features, this will adversely
affect its generalizability and may trigger regression faults. To mitigate these issues, ideally, the
model should strike a balance between learning both new and old features. An excessive focus
on either of them could potentially lead to regression faults. To further investigate the potential
causes behind the model’s reliance on old features and new features, we conducted a motivating
study (Section 3.4). The study found that redundancy and contribution shift are correlated with
regression faults in feature evolution.

FeaProtect is designed to tackle the challenges of balancing the learning of both new and old
features. To address feature redundancy, which causes the model to over-rely on old features,
an intuitive approach is to eliminate redundant features as soon as they are identified before
they influence the training process. Therefore, FeaProtect employs a pre-processing approach
to eliminate them. To address the issue of contribution shift, a suitable approach is to control
it throughout the entire training process. Thus, FeaProtect addresses it using an in-processing
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approach. For redundancy, FeaProtect employs a pre-processing approach called redundancy-
guided feature selection to eliminate redundant information introduced by the new features. This
process aims to enable the model to learn more useful new features rather than over-rely on old
features. Subsequently, for contribution shift, FeaProtect proposes an in-processing approach,
contribution-controlled training. This approach helps protect the knowledge gained from the
old features from being severely impacted, thus preventing the model from over-relying on new
features. By combining these two complementary approaches, FeaProtect can harmoniously balance
learning from both old and new features, thereby effectively mitigating regression faults.

We conducted an extensive study based on 28 popular subjects (a dataset paired with its regression
configuration). Our experimental results show that FeaProtect consistently outperforms all the
compared approaches with an average improvement of 50.6%–56.4% measured using the reduction
of regression faults (to be introduced in Section V-D1). Notably, we integrated FeaProtect with
state-of-the-art post-processing regression mitigation approaches. The results show that FeaProtect
can reduce more regression faults when integrated with post-processing approaches.

In this work, we make the following major contributions:

—New Knowledge. We conduct an empirical study to investigate the underlying causes of
regression faults induced by feature evolution, providing new knowledge and findings for DL
regression testing.

—New Approach. We propose a new regression fault mitigation approach that aims to prevent
DL systems from over-relying on either new or old features during the feature evolution
process. Specifically, our approach comprises a pre-processing component designed to address
feature redundancy, which often leads to over-relying on old features. Additionally, we include
an in-processing component focused on controlling significant shifts in feature contributions
over time to avoid over-relying on new features. These components are modular and can
be used independently or in combination. By targeting the potential causes of regression
faults, our approach can effectively mitigate these issues while minimizing adverse impact on
overall ACC.

—Experimental Results. We conduct extensive experiments with various tasks, models, and
datasets, and the results confirm the effectiveness of our approach. In total, we conducted
1,428 experiments (3 times repetition × 28 subjects × 17 approaches, i.e., our approach + 2
ablation variants + 2 in-process baselines +2 natural baselines + 5 post-process baselines + 5
integrated approaches), which is the largest study to our best knowledge.

—Benchmark Repository. We release a high-quality benchmark on regression faults induced
by feature evolution on our homepage: https://github.com/youhanmo/FeaProtect and https:
//zenodo.org/records/14277943, inspiring future research in this field.

Article Organization. The remaining sections of the article are organized as follows: Section 2
briefly introduces the background of regression testing for DL systems. Section 3 elaborates on our
motivating study and the findings that motivate the design of our approach. Section 4 describes
our regression mitigation approach, FeaProtect. Section 5 presents the details of the experiment
setup and the evaluation results of FeaProtect. Sections 6–8 describe the discussion, the related
work, and the conclusion, respectively.

2 Background
2.1 Feature Evolution in DL Systems
In the development process of DL systems, feature evolution has become increasingly prevalent.
The regression process of feature evolution can be defined as follows: Given a DL modelM1 and
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its feature set F1, after adjusting F1 by adding, removing, or replacing existing features to obtain
F2, the regression onM1 is defined as improvingM1 through re-training/finetuning the model
with F2 to obtainM2. We refer toM1 as the prior version andM2 as the regression model ofM1.

In the current DL application development scenarios within the industry, adding new features is
a common practice [43, 67, 83]. However, it has not received extensive attention from researchers.
Therefore, in this work, we mainly focus on regression by inducing new features to the DL systems
and we name it feature-addition regression. Specifically, we define it as follows:

Given a DL model M1 trained on a set of old features FO = {5 O

1 , 5 O

2 , . . . , 5 O
= }. Then, after

collecting a set of new features FN = {5 N

1 , 5 N

2 , . . . , 5 N
< }, the regression process onM1 is defined

as improvingM1 through re-training/finetuning the models based on features in FO ∪ FN .
We remark that in DL, features are commonly classified as explicit and implicit. Explicit features

are usually designed based on human expertise, business logic, or domain knowledge. They directly
correspond to real-world concepts or entities. For example, in the medical imaging field, magnetic
resonance imaging, computed tomography, and ultrasound images are explicit features [45]. Con-
versely, implicit features are not explicitly defined in the raw data but require model learning or
data transformation for feature extraction. They are typically high-level abstract representations
capturing hidden information within the data. For example, image color distributions and features
derived from DL models are implicit features. Both explicit and implicit features evolve in DL,
but they face distinct challenges. Explicit features encounter challenges in updating, optimizing,
and selecting features to adapt to data shifts or business needs, to improve model performance
while mitigating regression faults brought by the evolution. But implicit feature evolution faces
the primary challenge of precisely defining and extracting them and accurately quantifying their
changes throughout the evolution process. In this work, we mainly tackle challenges related to
explicit features, while acknowledging the significance of implicit features for future study.

2.2 Regression Faults in DL Systems and Their Mitigation
Given a :-class classification model M and an input set X, M maps an input G ∈ X to a
:-dimensional vector %̃M (G), containing the confidence of each class. The class with the highest
confidence in %̃M (G) is denoted as ?M (G) and is considered as the prediction result, which is
formally defined in Formula (1).

?M (G) = argmax %̃M (G). (1)

Following the definition in previous work [126], given an original version of DL modelM1, its
regression modelM2, a test input G , and its ground-truth label ~, G triggers a regression fault if the
label of G is correctly predicted byM1, yet wrongly predicted byM2, i.e., ?M1 (G) = ~∧?M2 (G) ≠ ~.
In addition, we denote G as the regression-fault-triggering input and the faulty behavior triggered
by G as (?M1 (G) → ?M2 (G)).

Given a prior version modelM1, its regression modelM2, a test set X, the problem of regression
fault mitigation is to train a new modelM′2, that has fewer regression faults thanM2, on the basis
ofM1.

2.3 Terminology
In this article, we introduce terminology related to the feature evolution process, specifically
feature redundancy and contribution shift, which we hypothesize are the underlying causes of
regression faults induced by this process. These causes will be explored further in the motivating
study presented in Section 3. Prior to that, we offer clarifying definitions of these terms to establish
a common understanding.
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—Feature redundancy refers to the phenomenon that features exhibit a high degree of correlation
or similarity. Training a model with redundant features can have detrimental effects, such
as reducing the model’s generalization ability [78] and hampering prediction precision [60].
Additionally, it increases the risk of over-fitting old features and severely hinders the model’s
capacity to learn from other important new features [46, 60, 92, 114], thereby increasing the
likelihood of inducing regression faults.

—Contribution shift refers to the phenomenon that the importance of existing old features to
model prediction undergoes a significant change after adding new features. While a certain
degree of contribution shift is normal during the feature evolution process, severe changes in
the contribution of old features usually indicate that the DL model neglects the knowledge
acquired from the old features while learning the new ones [74, 132], and it is likely to cause
regression faults.

3 Motivating Study
As aforementioned, the introduction of new features for model training can potentially result in
regression faults. To effectively mitigate these regression faults, it is crucial to understand their
underlying causes. Therefore, we conduct an empirical study to investigate the reasons behind
the negative impact of new features on the old features, which in turn motivates our mitigation
approach.

3.1 Hypotheses
Inspired by the causes of regression faults in traditional software in Section 1, the over-reliance on
either old or new features can lead to regression faults during the feature evolution process. While
according to existing literature [58], there are several reasons that might cause the DL model to
over-rely on certain features, such as poor learning rate selection and sub-optimal model structures,
these factors are typically not directly tied to the feature evolution process. In addition to the
above factors, there are two factors, i.e., feature redundancy [127] and contribution shift [70], which
provide a suitable explanation for the over-reliance on old and new features in the context of feature
evolution. Based on existing literature [10, 52, 68, 127, 133], the most common factor that leads to
over-relying on old features is feature redundancy, which can be easily introduced during the process
of collecting new features [113]. During the evolution process, if the information in new features
significantly overlaps with that in old features, the DL model may perceive that it is not necessary
to significantly adjust its weights to learn the valuable, non-overlapping information provided by
the new features, as the current weights learned from the old features are already effective for
inference. Moreover, the collinearity resulting from feature redundancy can exacerbate the tendency
of DL models to over-fit these old features [51], thereby negatively impacting their performance
and leading to regression faults. In terms of contribution shift, while moderate changes in feature
confidence are reasonable, a significant shift in the confidence of old features often indicates a
severe change in the model’s decision logic [70]. This suggests that the model is likely to abandon
the usage of old features, which in turn increases the likelihood of regression faults.

Therefore, we hypothesize that feature redundancy and contribution shift are the underlying
causes for inducing regression faults in the context of feature evolution. In the following, we
conduct experiments to validate the aforementioned hypotheses.

3.2 Study Design
To validate the hypotheses regarding regression faults in feature evolution, we design our
study to investigate whether old features that are more heavily influenced by redundant and
contribution-shift-induced new features are prone to causing more regression faults. We consider this
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Research Question (RQ) as the basis of our motivating study. To answer this question, it is
necessary to measure the extent of redundancy between the new and old features, as well as the
contribution shift of the old features. We then rank the old features based on the extent to which
they are affected by the regression process.

During the evolution process, the knowledge learned from old features that are severely impacted
by redundancy and contribution shift are more likely to be influenced. Therefore, when the regres-
sion DL models are predicting test inputs crafted by subtly mutating these features, it is more likely
to exhibit fault behaviors. That is, test inputs that are generated by mutating these significantly
impacted old features are more prone to reveal regression faults of the models compared to mutating
other old features. In this study, we specifically select top-: severely impacted old features for
fuzzing, following existing work [53], we select : as 3 and 5 instead of one feature for fuzzing for
two reasons: (1) For machine learning tasks involving multiple pre-defined features, the prediction
outcome is not usually influenced by a single feature in isolation, but rather by the interaction be-
tween features [77]. Fuzzing only one feature might limit the number of faults detected and impact
the analysis results. In our cases, by simultaneously fuzzing multiple features, we can enhance the
effectiveness of the fuzzing process and increase the chances of triggering more regression faults.
(2) The pre-defined features vary in their types [96]; for instance, some features are continuous,
which allows for more diverse directions of change. However, categorical (or discrete) features
have a limited and fixed range of values to choose from. If only one column of features, especially
when it is discrete, is targeted for fuzzing, it may be difficult to effectively trigger regression faults
due to the constraints of the search space, or the fault detection results may exhibit a high degree
of randomness and instability, thus leading to biased results. By simultaneously fuzzing multiple
features, including both continuous and discrete types, we can more comprehensively explore the
regression faults of the model.

To measure redundancy between new and old features, an effective approach is to analyze their
correlation. While mutual information [91] is commonly used for this purpose, it is more suitable
for discrete features. In practice, features can be discrete or continuous. Therefore, we opt for a
modified version of mutual information, the Maximum Information Coefficient (MIC) [85],
as our measurement since it is proven to be more effective than other correlation measurements
such as Spearman Correlation [30] and it can be applied to both continuous and discrete features,
making it more flexible than mutual information. Given a set of old features FO = {5 O

1 , 5 O

2 , . . . , 5 O
= }

and new features FN = {5 N

1 , 5 N

2 , . . . , 5 N
< }, we calculate the extent of redundancy between each

old feature 5 O

8 and the new features FN using the Formula (2) following [14, 48, 81, 93]. A higher
score indicates a greater level of redundancy between the specific old feature 5 O

8 and the new
features FN .

Redundancy(5 O

8 , FN ) = 1

|FN |
∑

5 N

9
∈FN

MIC(5 O

8 , 5 N

9 ). (2)

The contribution shift can effectively reflect model prediction behavior change brought by the
new data and new features [70]. Therefore, we utilize the concept of Feature Contribution
Change (FCC) to measure the influence of contribution shift on old features resulting from the
introduction of new features. In this work, we employ the Expected Gradient [35] to measure
the contribution of each feature. The Expected Gradient calculates the feature contributions by
integrating gradients along a direct path from a reference input to the target input, offering a
more precise assessment [44, 87, 111] compared to other explanation techniques while requiring
less computational resources, making it well-suited for our large-scale study. Additionally, for
each test input G and its corresponding old feature sets GFO = {G 5 O

1
, G 5 O

2
, . . . , G 5 O

=
}, the FCC of G 5 O

8
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of test input G can be defined using Formula (3), where EG58 (G ;M) represents the contribution
(Expected Gradient) of feature 58 in the test input G when predicted by the modelM, andM1 and
M2 represent the original model and its regression model, respectively. The higher the FCC score
of the feature, the more significantly it is affected by the contribution shift [70].

FCC(G 5 O

8
) = EG5 O

8
(G ;M2) − EG5 O

8
(G ;M1). (3)

To validate our hypothesis, we conduct the following process for our motivating study. Among
the multiple pairs of old versions of models and their corresponding regression models that we
have obtained, for each regression model, we select, from the features already present in the old
version, the top 3/5 old features that are most affected by redundancy (according to Formula(2))
and the same number of new features induced by contribution shift (according to Formula(3)),
respectively. Additionally, we randomly select an equal number of features for comparison. We
then use a fuzzing tool to slightly mutate these selected features, in order to test whether the
regression model exhibits more regression faults when evaluated on the knowledge learned from
these selected old features compared to the others. Finally, we report on the number of regression
faults detected. The presence of a higher number of regression faults indicates that the knowledge
learned from these old features has been severely disrupted by the feature evolution.

In our experiments, we employ DRFuzz [126], a state-of-the-art black-box regression fuzzing
tool, to detect regression faults. DRFuzz considers three key features of test inputs: fault-revealing
capability, fidelity, and diversity. As for the fault-revealing capability, DRFuzz uses the prediction
difference between different versions of the model to guide the fuzzing process and can therefore
effectively detect regression faults. In addition to this capability, DRFuzz carefully designs mutation
operators based on metamorphic relations and incorporates a fidelity assurance component that
prevents the semantics of the test inputs from drastically changing from their seed inputs. It also
emphasizes diversity, utilizing a seed maintenance strategy to enhance the diversity of the inputs.
The results demonstrate that DRFuzz can effectively uncover more regression faults and can be
used to explain potential vulnerabilities introduced during the evolution process.

We use DRFuzz as the fuzzing tool for two reasons: First, this lightweight tool can be easily
adapted to various datasets and provides the flexibility to test the model by selectively mutating
specific parts of the test inputs. Second, DRFuzz is a state-of-the-art tool specifically designed for
detecting regression faults between the current version and the previous version of the DL systems,
while other fault detection approaches [31, 116] are usually used for detecting faults in one specific
version of the DL model. Thus, DRFuzz is well-suited for our task.

3.3 Experiment Setup
3.3.1 Dataset. As presented in Table 1, in this study, we conducted experiments with 28 subjects,

including 24 from manually constructed regression scenarios (ID:1–24) and four from real scenarios
(ID:25–28). Table 1 summarizes the key details of studied subjects, including their ID numbers, the
corresponding dataset names, and their abbreviations, the model structures employed, the sizes of
the training, validation, and test sets used, the number of classes, the tasks and application domains
addressed, the accuracies achieved by each model version, and the number of features utilized
in each model version. Since data related to feature evolution is commonly used in industrial
application development and is not open-sourced, we opted to use open-source datasets to simulate
the feature evolution process. Specifically, We collected datasets from Kaggle and Github. To
guarantee the datasets are widely used, we filter out datasets with less than 50 upvotes (for Datasets
in Kaggles) or 10 stars (for Datasets from Github). To ensure the generalizability of the experimental
results, we included datasets with varying task types and application domains. Finally, 10 datasets
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Table 1. Basic Information of Studied Subjects

ID Dataset Abbr. Model Size #Class Task Applied Domain ACC Feature

1 Dry Bean
Dataset [54] Bean 6 Layer FFNN [4] 1,575/175/750 7 Bean Recognition Agriculture

88.67%↗91.20% 14↗16
2 89.60%↗90.27% 12↗16
3 89.47%↗90.27% 11↗16

4 Fetal Health
Classification [12] Fetal 6 Layer FFNN [5] 1,339/149/638 3 Disease Diagnosis Medicine

91.07%↗91.54% 19↗21
5 89.03%↗91.22% 17↗21
6 89.18%↗90.90% 15↗21

7 Gtzan Music
Genre [106] Music 7 Layer ANN [1] 630/70/300 10 Music Classification Music

57.67%↗60.67% 24↗26
8 56.00%↗62.67% 21↗26
9 56.67%↗60.00% 20↗26

10 Telco Customer
Churn [99] Churn 7 Layer FFNN [9] 4,437/493/2,113 2 Churn Prediction Commerce

76.86%↗80.22% 17↗19
11 77.52%↗77.90% 15↗19
12 76.62%↗78.56% 13↗19

13 Classify Gestures
by Reading

Muscle Activity [124]
Gesture 5 Layer FFNN [6] 7,536/818/3,504 4 Hand Gesture Classification Biology

89.50%↗89.90% 58↗64
14 87.73%↗89.47% 45↗64
15 87.36%↗89.90% 34↗64

16 Patient Treatment
Classification [88] Patient 6 Layer FFNN [8] 2,084/232/993 2 Patient Status Prediction Medicine

72.51%↗73.41% 9↗10
17 72.10%↗73.92% 8↗10
18 73.41%↗74.92% 7↗10

19 Mobile Price
Classification [34] Price 5 Layer FFNN [7] 1,260/140/600 4 Price Range Prediction Commerce

86.67%↗88.50% 18↗20
20 87.50%↗89.17% 16↗20
21 79.17%↗88.83% 14↗20

22 Diabetes Disease
Updated Dataset [100] Diabetes 7 Layer FFNN [3] 483/54/231 2 Disease Diagnosis Medicine

64.07%↗71.86% 7↗8
23 68.40%↗70.56% 6↗8
24 65.80%↗70.99% 5↗8

25 Climate Data Daily IDN [101] Climate 8 Layer FFBPNN [89] 8,883/987/4,230 9 Wind Direction Prediction Meteorology 45.60%↗46.08% 9↗13

26 Predictive
Mutation

Testing [66, 130]

Wire PMT-W CNN [2] 3,468/386/1,653 2
Mutants Killability Prediction Software

Engineering

90.32%↗91.77% 14↗95
27 Bitcoincore PMT-B CNN [2] 5,680/632/2,706 2 89.60%↗89.91% 14↗95
28 Vraptor PMT-V CNN [2] 6,613/735/3,150 2 83.56%↗83.90% 14↗95

FFNN, Feed Forward Neural Networks; ANN, Artificial Neural Network; FFBPNN, Feed Forward Back Propagation Neural Network; CNN, Convolutional Neural
Network.
The Column “Size” refers to the dataset size, which is recorded in the form of (a/b/c), where a, b, and c represent the sizes of the training, validation, and test sets,
respectively.

were selected, covering various application domains like medicine and commerce, and varying
tasks such as price prediction and disease diagnosis, with class numbers ranging from 2 to 10.

Please note that, in the datasets released online, dataset publishers usually provide well-rounded
and carefully collected full-set features, instead of the features collected at prior stages. Therefore,
in our experiments, to simulate the feature evolution process, we removed 0% of the overall features
and treated these removed features as newly added features. We then used the remaining (1 − 0%)
features as the original features for training the previous version of the model. Specifically, we
followed these steps for constructing feature evolution projects. First, we randomly sampled (1−0%)
of the total number of features as the original feature set and trained an initial version of model
M1. Next, we combined the remaining 0% features with the original features to train a new model
M2. Following industry practice, the aim of adding new features is to improve model performance.
Therefore, We only considered this training process a successful feature evolution for our study if
the ACC ofM2 is higher than that ofM1; otherwise, we discarded it and resampled features to
repeat the above process.

In real practice, the developers might introduce different numbers of new features according
to different projects during the feature evolution. To simulate evolution scenarios involving the
introduction of different numbers of new features, we simulated scenarios where 0% is equal to 10%,
20%, and 30%. For example, in the “Dry Bean Dataset,” we added two (10% of 16 features, ID:1), four
(20% of 16 features, ID:2), five (30% of 16 features, ID:3) new features, respectively, to simulate the
scenarios of adding different numbers of new features. Since features are randomly sampled each
time a scenario is constructed, there may be some overlap in the features selected across scenarios
with different removal percentages within the same dataset. However, our goal is not to compare
the differences resulting from removing different percentages of features; rather, it is to simulate a
variety of feature evolution scenarios and observe their impact on the DL system. Therefore, the
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potential overlap in selected features does not undermine the validity of our results. Furthermore,
due to the need to concatenate the remaining features before trainingM2, this change in feature
order [49, 61] and randomness [90] in the training process may lead to slight differences in ACC
when training theM2 model. Nonetheless, the overall ACC of these models within one dataset
remains similar.

In addition to the manually constructed subjects, we discovered four real feature evolution
scenarios. The “Climate Data Daily IDN” [101](ID:25) dataset used weather data as original features
and later incorporated geographic information of climate stations to assist prediction. “Predictive
Mutation Testing onWire/Bitcoincore/Vrapto” [66] (ID:26–28) is a widely used software engineering
task for mutation testing. Initially, the authors collected 14 features for mutant killability prediction
[130], and subsequently introduced an additional 84 features to improve the predictive performance
[66]. Since these scenarios are collected from practical feature evolution scenarios, we do not need to
manually construct additional subjects of feature evolution for them. To ensure the practicality of our
experiments, the DL models used in this work were obtained from Kaggle projects, research papers,
and GitHub repositories associated with these datasets. For some models, the model developers
have explicitly categorized their models as specifically designed Artificial Neural Networks, Feed
Forward Back Propagation Neural Networks, and Convolutional Neural Networks. However, for
other models, where the developers do not specify their model types, we categorize these models
as Feed Forward Neural Networks (FFNNs). It is important to note that, although these models
fall within the broader FFNN category, they vary in their architectures and training processes as
they are tailored to some degree for their corresponding datasets. In addition, FeaProtect can be
extended to more complex DL models, which we will discuss in Section 6.1.

To evaluate the generalizability of the conclusions of our study, we sampled four datasets (ID:
1–12) for our study and reserved the remaining subjects (ID: 13–28) to evaluate whether our
mitigation strategy, which addresses the causes of regression faults in the datasets used in the
motivating study, can be effectively applied to mitigate regression faults in more datasets.

3.3.2 Metrics. Like traditional software, the occurrence of regression faults in a specific func-
tionality indicates that this functionality has been affected during the regression process. Since our
primary objective is to investigate the potential causes of regression faults, we primarily emphasize
metrics related to the quantity and diversity of such faults. Specifically, following existing work
[126], we use the number of regression-fault-triggering test inputs (denoted as #RFI) to measure
the number of regression faults detected in fuzzing. In our study, RFI (Fuzzed) refers to the RFI
generated based on fuzzed test sets, while RFI (Test) refers to the RFI in the original test set.

It is important to generate as many fault-triggering test inputs as possible. However, if the gen-
erated inputs trigger duplicate faults, this would hinder the effective analysis of the vulnerabilities
in DL systems. Therefore, it is crucial to consider the diversity of fault-triggering inputs. Following
existing work, we consider two aspects of this diversity: The first aspect considers static information
of the fuzzing process, i.e., the initial seeds. The intuition is that if two fault-triggering inputs are
obtained from different initial seeds, then they are more likely to trigger different regression faults.
Therefore, we adopt the number of initial seeds for fault-triggering test inputs (denoted as #Seed) from
existing work to measure the seed diversity of test input. The second aspect reflects the dynamic
behavior of a regression-fault-triggering test input, which complements the static initial seed
information to assist in better diversification of faults. The intuition is that if two fault-triggering
inputs show different faulty behaviors, then they are more likely to trigger different regression
faults. Based on the static initial seeds and the dynamic faulty behaviors for fault-triggering test
inputs, We adopt the number of regression faults detected by fault-triggering test inputs (#RF), which
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is the count of the [initial seed, faulty behavior] tuples of these inputs (defined in Section 2.2), to
measure the behavior diversity.

3.3.3 Implementation and Environment. We conducted the experiments on Tensorflow 2.3.0
and adopted the existing implementation of DRFuzz [126]. Specifically, DRFuzz consists of three
fundamental components: mutation rules aimed at enhancing fault-revealing capabilities, GAN-
based fidelity assurance to improve the fidelity of generated test cases, and a seed maintenance
strategy to increase test case diversity. Since the third component is applicable to any modality of
test cases, to adapt DRFuzz to our experiments, we only need to adjust the first two components.
Specifically, regarding mutation rules, we designed four mutation rules, inspired by existing works
[63, 110], which are listed as follows:

—Discrete Value Replacement : Replaces selected feature values with other values randomly
selected from the entire set of discrete values.

—Gaussian Noise Addition: For continuous values, we randomly add noise following a Gaussian
distribution # (`, f). ` and f denote the mean and the SD of the distribution, respectively.

—Uniform Noise Addition: For continuous values, we randomly add noise following a uniform
distribution within the interval [−X,+X]. X determines the maximum range within which the
noise values can vary, meaning that noise values will be uniformly distributed across the
range from −X to +X .

—Multiplicative Noise Addition: For continuous values, we randomly multiply the data by a
factor drawn from a distribution, i.e., the Gaussian distribution # (`, f).

Regarding the fidelity assurance component, the GAN-based fidelity assurance technique is not
suitable for tabular data, primarily due to its diverse data types (e.g., integers, decimals, categories),
varying distribution shapes (e.g., multi-modal, non-Gaussian), and highly imbalanced categorical
columns [27, 119, 120]. Therefore, we followed the approach proposed in existing work [119],
modifying our method to utilize TVAE for fidelity assurance, to measure whether the generated
test case is semantically similar to the original seed test case.

Furthermore, given the relatively modest sizes of our datasets compared to those employed in
previous studies [126], we ran DRFuzz on each subject for a duration of 6 hours. By closely monitor-
ing the trend of the fault detection curve, we observed that the curve flattened out, suggesting that
the fuzzing process had reached a saturation point in 6 hours, which is sufficient for our analysis.
To mitigate the potential impact of randomness, we repeated each experiment three times.

We conducted our experiments on a machine with Intel Xeon Gold 6338 CPU, 128 cores, 2.00
GHz, 512 GB RAM, running on Ubuntu 18.04.

3.4 Study Result Analysis
Upon analyzing the results, we identify several findings that can provide guidelines for future
research as well as motivate our regression mitigation approach.

The overall results of the study are presented in Table 2, where Redundancy and FCC indicate
selecting top-3/5 old features based on Formulas (2) and (3) for fuzzing, and random indicates
randomly selecting 3 or 5 features for fuzzing. To avoid the influence of randomness, we repeated
each approach three times. From Table 2, it can be observed that the RFI (Fuzzed) detected under
the scenario of selecting top-3 and top-5 old features for fuzzing based on the Redundancy metric
is, on average, 2.34 times and 2.48 times higher than the RFI (Fuzzed) detected under the random
selection. Similarly, the RFI (Fuzzed) detected under the scenario of selecting top-3 and top-5 old
features for fuzzing based on the FCC metric is, on average, 3.83 times and 2.88 times higher than
the RFI generated under the random selection.
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Table 2. Regression Fault Generation Results on Different Subjects

Dataset #RFI (Test) Measurement Top-3 Top-5
#RFI (Fuzzed) #Seed #RF #RFI (Fuzzed) #Seed #RF

Bean 17
Random 21,091 465 843 25,254 463 907
Redundancy 80,915 513 981 55,489 571 1,072
FCC 105,626 619 1,856 95,175 631 1,961

Fetal 24
Random 1,849 118 125 3,838 167 202
Redundancy 7,437 170 216 15,860 290 362
FCC 17,108 493 705 14,940 510 767

Music 31
Random 7,026 104 148 7,047 110 170
Redundancy 13,142 122 199 13,470 131 239
FCC 18,707 150 316 18,033 153 326

Churn 133
Random 1,680 458 458 2,437 645 645
Redundancy 4,108 522 522 3,710 674 674
FCC 4,590 917 917 5,363 969 969

Average 52
Random 3,518 227 244 4,441 307 339
Redundancy 8,229 271 312 11,013 365 425
FCC 13,468 520 646 12,779 544 687

We also analyzed the differences in distribution between randomly selecting features and based
on FCC and redundancy scores. Table 3 presents the results. For each dataset, we had three subjects,
and for each of the subjects, we repeated the fuzzing process three times. Therefore, for each
metric, we obtained nine data points in total. We then conducted the Wilcoxon Rank-Sum Test
under a confidence score of 0.05 to check whether selecting with FCC and redundancy scores
for fuzzing are more likely to detect more regression-fault-triggering test inputs than selecting
features randomly. Please note that this process poses a risk of a multiple comparison problem, as
the chance of observing statistically significant results rises with the number of hypotheses tested.
To address this, we followed existing work [18]. We adopted the Benjamini–Hochberg procedure
[15] to correct p-values, which allows controlling the false rejection probability while retaining a
high power of the tests. The results show that all the corrected p-values are less than 0.05.

To further confirm our observations, we performed the Cliff’s Delta effect size measure [26] to
investigate the magnitude of difference between random selection and selection based on FCC and
redundancy scores for fuzzing. According to existing work [95], the magnitude of the difference is
categorized as small, medium, and large when the effect size exceeds 0.15, 0.32, and 0.46, respectively.
The results presented in Table 4 show that all effect size values exceed 0.46, indicating that the
differences between random selection and selection based on FCC and redundancy scores for
fuzzing are significant. This shows that old features significantly influenced by the redundancy and
contribution shift of the new features are more likely to induce regression faults.

In terms of the diversity of regression fault-triggering test inputs detected, when selecting the
top-3 old features based on the Redundancymetric, we found 312 different RFs covering 271 different
seeds on average. Similarly, when selecting based on the FCC metric, we found 646 different RFs
covering 520 different seeds. In contrast, random selection only detected 244 different RFs covering
227 different seeds. These findings suggest that redundancy and contribution shift not only lead to
more RFs but also result in a wider variety of RFs. In addition, we analyzed the diversity overlap of
these RFIs. This observation further supports the finding that feature redundancy and contribution
shift have different effects on old features, both contributing to regression faults.

To further validate the results, we conducted a case study. Specifically, for each subject, we
added one new feature along with the old features to train a new model. In this way, we acquired
multiple regression models. Next, we calculated the RFI (Test), which represents the number of
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Table 3. P-Values Corrected Using the Benjamini–Hochberg Procedure for Wilcoxon Rank-Sum
Tests for Feature Selection for Fuzzing: FCC vs. Random and Redundancy vs. Random

Dataset Measurement Top-3 Top-5
#RFI (Fuzzed) #RF #Seed #RFI (Fuzzed) #RF #Seed

Bean FCC vs. Random 3.09 × 10−4 3.09 × 10−4 6.69 × 10−3 3.72 × 10−3 3.09 × 10−4 3.09 × 10−4
Redundancy vs. Random 3.90 × 10−2 4.67 × 10−2 4.67 × 10−2 3.90 × 10−2 3.90 × 10−2 2.36 × 10−3

Fetal FCC vs. Random 2.06 × 10−4 2.06 × 10−4 2.06 × 10−4 2.06 × 10−4 2.06 × 10−4 2.06 × 10−4
Redundancy vs. Random 3.09 × 10−4 4.02 × 10−3 1.02 × 10−3 3.09 × 10−4 3.09 × 10−4 3.09 × 10−4

Music FCC vs. Random 2.47 × 10−4 2.47 × 10−4 2.47 × 10−4 2.87 × 10−4 2.47 × 10−4 2.47 × 10−4
Redundancy vs. Random 1.28 × 10−2 2.04 × 10−2 4.62 × 10−2 1.28 × 10−2 1.20 × 10−2 1.20 × 10−2

Churn FCC vs. Random 6.18 × 10−4 2.01 × 10−3 2.01 × 10−3 6.18 × 10−4 2.60 × 10−2 2.60 × 10−2
Redundancy vs. Random 1.24 × 10−3 4.67 × 10−2 4.67 × 10−2 2.22 × 10−3 4.67 × 10−2 4.67 × 10−2

Table 4. Effect Size of Different Feature Selection for Fuzzing: FCC vs. Random and
Redundancy vs. Random

Dataset Measurement Top-3 Top-5
#RFI (Fuzzed) #RF #Seed #RFI (Fuzzed) #RF #Seed

Bean FCC vs. Random 1.00 1.00 0.70 0.78 1.00 1.00
Redundancy vs. Random 0.56 0.48 0.48 0.58 0.58 0.95

Fetal FCC vs. Random 1.00 1.00 1.00 1.00 1.00 1.00
Redundancy vs. Random 1.00 0.75 0.89 1.00 1.00 1.00

Music FCC vs. Random 1.00 1.00 1.00 0.98 1.00 1.00
Redundancy vs. Random 0.68 0.60 0.48 0.70 0.78 0.75

Churn FCC vs. Random 1.00 0.85 0.85 1.00 0.56 0.56
Redundancy vs. Random 1.00 0.48 0.48 0.90 0.48 0.48

Table 5. Pearson Coefficients: #RFI (Test) Correlation with FCC
and Redundancy

Subject #RFI (Test) and Redundancy Score #RFI (Test) and FCC Score

3 0.84 0.86
6 0.54 0.85
9 0.69 0.71
12 0.63 0.88

regression faults introduced on the test set, and investigated the correlation between RFI (Test) and
redundancy, as well as the correlation between RFI (Test) and contribution shift. To achieve this,
we calculated the average redundancy score (Formula (2)) between old features and the added new
feature, and the average FCC score (Formula (3)) to measure the contribution shift. To conduct a
comprehensive case study, we selected one subject from each of four different datasets (ID: 3, 6,
9, 12) for this study, specifically because these subjects have the most new features to be added
among the subjects in their respective datasets, thus increasing the likelihood of obtaining accurate
results for correlation analysis. The results are presented in Table 5. For example, in subject ID 12,
the analysis reveals that in these regression models, the Pearson coefficients between the number
of regression faults in these regression models and redundancy and contribution shift are 0.63 and
0.88, respectively. This finding aligns with our previous experimental results, further substantiating
that redundancy and contribution shift are related to regression faults.

ACM Transactions on Software Engineering and Methodology, Vol. 34, No. 6, Article 171. Publication date: July 2025.



171:14 H. You et al.

4 Approach
Based on the findings of the motivating study, regression faults are correlated with redundancy
and contribution shift. The former tends to induce the DL model to over-rely on old features, while
the latter induces the model to over-rely on new features. To address this issue and prevent the DL
model from excessively relying on either new or old features, we propose FeaProtect, an approach
for mitigating regression faults induced by feature evolution. FeaProtect consists of two main
components: a pre-processing component, named redundancy-guided feature selection (detailed in
Section 4.1), and an in-processing component, named contribution-controlled training (detailed
in Section 4.2). The former aims to reduce redundancy between new and old features, thereby
protecting the DL models from over-fitting to old features. The latter aims to ensure that the model
learns new features while mitigating the forgetting of old features caused by contribution shift,
thereby preserving the knowledge acquired from the old features. Both of these components are
modular, allowing for their use independently or in combination. As our approach comprises pre-
and in-processing components, it can seamlessly integrate with various post-processing approaches
to further enhance the overall regression fault mitigation performance.

The workflow of FeaProtect is shown in Figure 1. To mitigate regression faults brought about
by redundancy, a viable approach is to identify and remove redundant new features before in-
corporating them for training. For the pre-processing component, FeaProtect targets redundant
new features. First, FeaProtect calculates the redundancy score between each new feature and the
existing features. Then, it discretizes the new features and selects those that can enhance model
performance while minimizing redundancy with old features. To mitigate regression faults caused
by contribution shift, an effective strategy is to control the shifting during the training phase. In
the in-processing component, following the combination of selected new features with old features
and model initialization, FeaProtect utilizes a novel loss function to retain the contribution of old
features throughout the training process.

4.1 Redundancy-Guided Feature Selection
To mitigate regression faults in DL models caused by redundant features, it is crucial to eliminate
redundancy brought by new features. While some new features may exhibit a certain degree of
redundancy with old features, the non-redundant information they contain may contribute to
improving model performance. Therefore, it is necessary to balance the potential of introducing
regression faults with the ability to improve model performance when deciding whether to retain
a feature during the feature evolution. To tackle this challenge, we propose redundancy-guided
feature selection, which consists of three steps: feature discretization, redundancy analysis, and
feature selection, which are introduced as follows.

Feature Discretization. Feature selection is an effectivemethod forminimizing redundancy brought
by new features. Typically, it involves selecting both continuous and discrete features. However,
selecting continuous features poses a great challenge due to their complexity since they usually
have an infinite number of possible values, making it difficult to analyze their relationships [40].
While discrete features have a limited number of distinct values, resulting in less noise and making
the analysis more straightforward. To address this issue, it is recommended to convert continuous
features into discrete features, as this can better facilitate the subsequent feature selection process
[16, 93, 105]. In this work, we employ the widely used feature discretization method calledModified
Discretization and Feature Selection (mDSM) [93].
Redundancy Analysis. To reduce redundancy between new and old features while maintain-

ing model performance, it is important to strike a balance. To achieve this, we conduct feature
redundancy analysis to measure the overlap between each new feature and old features, as well
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Fig. 1. The framework of FeaProtect.

as the potential improvement in model performance brought by each new feature. We then uti-
lize this information to rank new features, which will be used in the feature selection process
to enhance its efficiency. Specifically, we employ the previously mentioned MIC as the metric,
which calculates the correlation between two features. When applied to two features, MIC reflects
their level of redundancy [57]. When used to assess the correlation between a feature and the
ground-truth label, it indicates the importance of that feature for model prediction [118]. To be
more specific, we assign a score to each new feature based on Formula (4). Given a set of old
features FO = {5 O

1 , 5 O

2 , . . . , 5 O
= }, a set of new discrete features DN = {3N

1 , 3N

2 , . . . , 3N
< } derived

from new feature set FN = {5 N

1 , 5 N

2 , . . . , 5 N
< } after feature discretization, and the ground-truth

label ~, for a new feature 3N

9
from DN , the prior part of Formula (4) indicates its importance to

model prediction, and the latter part indicates its average redundancy with the old features in FO .
We use the simplest form to integrate these two parts to optimize them simultaneously following
existing works [14, 48, 81, 93].

Score(3N

9 ;FO, ~) =MIC(3N

9 , ~) − 1
=

=∑
8=1

MIC(5 O

8 , 3N

9 ). (4)

Feature Selection. Feature selection is an important step in data analysis as it helps reduce
feature redundancy, mitigate over-fitting, and improve model performance, which is suitable for
our purpose. In this work, we adapt it for feature-addition model regression. Specifically, we use
the greedy-based feature selection mDSM [93] since it has been demonstrated effective in many
applications [41, 93]. The details are shown in Algorithm 1. Particularly, given the set of old features
FO , the set of discrete new features DN , and the ground-truth label ~. FeaProtect first conducts
the initialization step (Line 1). Then, FeaProtect conducts feature analysis to score and rank each
new feature for selection and saves it as FeatureList (Lines 2–5). After feature analysis, FeaProtect
selects the feature with the highest score as the first feature in DS (Lines 6–7). As for selecting
the subsequent features, FeaProtect tries the other features in the sorted feature ranking list. For
each feature X in the FeatureList, we measure whether bringing this new feature X improves model
performance or eliminates redundancy. Note that we also need to consider whether the feature X is
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Algorithm 1: Feature Analysis and Selection

Require: FO : a set of old features DN : a set of discrete new features ~: the ground truth label
Ensure: DS : the selected new features from DN

1: ScoreList,DN

(
← ∅ ⊲ Initialization

2: for each feature 3 in DN do
3: ScoreList.0??4=3 ((2>A4 (3 ;~, FO ))
4: end for
5: FeatureList← A0=: (DN , ScoreList) ⊲ Rank DN based on ScoreList in decreasing order
6: DS ← DS ∪ FeatureList[0]
7: FeatureList← FeatureList\FeatureList[0]
8: for each feature X in FeatureList do
9: �08= ← �08=(2>A4 (X, FO ,DS , ~) ⊲ Calculating the gain score of X based on Formula 5

10: if �08= > ) then
11: ) ← ) + n ; DS ← DS ∪ X
12: end if
13: FeatureList← FeatureList\X
14: end for
15: return DS

also redundant with selected features in DS . Therefore, suppose DS currently contains I features
{3S

1 , 3S

2 , . . . , 3S
I }, we calculate the gain score of adding each X as Formula (5) following existing

works [14, 48, 81, 93]. If the gain of adding a new feature X is larger than the current threshold
) , it is added in DS otherwise discarded (Lines 8–14). Since the gain is usually increasing while
including a new feature, to avoid eventually including all features in DN , we use the incremental
gain strategy [93] to adjust the threshold) with a small value n to select a small set of features that
are highly informative.

Gain(X ;FO,DS , ~) = Score(X ;FO, ~) − 1
I

I∑
8=1

MIC(X, 3S

8 ). (5)

4.2 Contribution-Controlled Training
After the addition of new features, the importance of existing old features might change. Without
appropriate management, the DL model may increasingly depend on the new features and disregard
the contribution of knowledge acquired from the old features, leading to regression faults. Building
upon this understanding, we propose a method called contribution-controlled training to tackle
the problem.

To effectively control the influence of old features on model predictions and minimize changes
during training, it is essential to incorporate a component in the loss function that controls the
contribution. This requires the contribution calculation method to meet the following requirements:
(1) High computational efficiency of the loss function to enable fast training with large-scale data
and complex models [25], and (2) differentiability of the loss function for calculating gradients
and updating model parameters [129]. Consequently, contribution calculation methods such as
LIME [86] and Shapley Value [64] are excluded, and Expected Gradient [35] is chosen as the metric
for contribution calculation. Expected Gradient has been widely applied and has demonstrated its
effectiveness [32, 44, 111]. Additionally, our previous motivating study (Section 3.2) proves that
this method is highly suitable for our task as it effectively measures contribution.

L�� (G ;M′) = −
EGFO (G ;M1) · EGFO (G ;M′)
| |EGFO (G ;M1) | | | |EGFO (G ;M′) | | . (6)
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We then design the loss function for contribution control (denoted as L�� ) in Formula (6). Given
the input G from the training set T and its corresponding ground-truth label ~ and its one-hot
vector ~̂, the :-class original classification modelM1, the model trained after the current iteration
M′, the output logits of the modelM′ on input G are denoted as ?̂M′ (G), ?̂ (@)M′ (G8 ) and ~

(@)
8

as
the @th output logits of ?̂M′ (G) and ~̂, the old feature list FO = {5 O

1 , 5 O

2 , . . . , 5 O
= }, we denote the

Expected Gradients vector EGFO (G ;M) = [EG51 (G ;M), EG52 (G ;M), . . . , EG5= (G ;M)], where each
EG51 (G ;M) indicates the Expected Gradient of each old feature 58 of input G . In particular, we use
the cosine similarity to guarantee the contribution of old features to the DL model prediction is
maintained during the training process. Additionally, we still need to guarantee that the DL model
can learn new knowledge with the constraint of controlling the contribution. We use the original
cross-entropy loss function denoted as L�� to ensure this, which is presented in Formula (7). To
better balance the influence between these two components, we use the hyper-parameter _ to
control them. Finally, we obtain the overall loss function as Formula (8).

L�� (G,~;M′) = −
:∑

@=1

~̂ (@) log[?̂ (@)M′ (G)] (7)

L (G,~,M′) = _L�� (G ;M′) + (1 − _)L�� (G,~;M′) . (8)

5 Evaluation
5.1 RQs
In order to evaluate the effectiveness of our regression mitigation approach, we have conducted an
extensive experiment to answer the following RQs.

—RQ1: How effective is FeaProtect in mitigating regression faults compared with baseline
approaches?

—RQ2 : What is the contribution of each component in FeaProtect?
—RQ3: Can FeaProtect be combined with existing post-processing regression mitigation
approaches?

5.2 Experimental Setup
5.2.1 Dataset. As presented in Table 1, in addition to the subjects we used in the motivating

study (ID: 1–12), we also used the remaining subjects (ID: 13–28) to evaluate FeaProtect, which
includes datasets “Classify Gestures by Reading Muscle Activity,” “Patient Treatment Classification,”
“Mobile Price Classification,” “Diabetes Disease Updated Datase,” “Climate Data Daily IDN,” and
“Predictive Mutation Testing.”

5.2.2 Metrics. During the evolution process, it is important to strike the balance between the
overall ACC and the backward compatibility. Therefore, we select metrics from existing works
[62, 117, 122], including one metric to measure ACC improvement and three metrics to measure
the regression faults induced, which is related to backward compatibility.

After the regression process fromM1 toM2, it is crucial to evaluate the performance ofM2.
Specifically, following existing work [102, 126], ACC [131] is employed as an important metric
to quantify the model performance, as shown in Formula (9). Here, # represents the number of
test samples, ?M (G8 ) represents the prediction result of the modelM on the given test input G8 , ~8
represents the ground-truth label, and I(·) denotes the indicator function, which returns 1 when
the condition is true and 0 otherwise. ACC intuitively represents the fraction of test samples that
are correctly predicted by the model. In this article, we evaluate the ACC of the modelM2 as a
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metric and denote it as ACCM2 .

ACCM =
1
#

#∑
8=1

I(?M (G8 ) = ~8 ). (9)

To measure the effectiveness of regression mitigation, we utilize two widely used metrics from
existing works [62, 117, 122]: the Negative Flip Rate (NFR) and the Relative Negative Flip
Rate (NFRrel). These metrics are employed to measure the regression faults induced through the
regression process. NFR denotes the proportion of test inputs in the test set that trigger regression
faults, which is presented in Formula (10). Since the error rate (1 − ACC) serves as an upper limit
for NFR, comparing regression across models with different error rates becomes challenging [122].
Therefore, we adopt NFRA4; [122], with the denominator reflecting the expected error rate (i.e.,
1 − ACCM2 ) on the subset of samples predicted correctly by theM1 (i.e., ACCM1 ), to measure the
likelihood of regression faults occurring on the test inputs correctly predicted byM1, as outlined
in Formula (11), where ACCM1 and ACCM2 denote the accuracy ofM1 andM2, respectively. A
lower value for NFR and NFRA4; indicates fewer regression faults are induced during the regression
process.

NFR =
1
#

#∑
8=1

I(?M1 (G8 ) = ~8 , ?M2 (G8 ) ≠ ~8 ) (10)

NFRrel =
NFR

ACCM1 (1 − ACCM2 )
. (11)

We analyze how regression mitigation approaches handle regression-fault-triggering test inputs
with different data distributions, in addition to the regression faults in the test set. To assess this,
we use the regression fuzzing tool, DRFuzz, to generate regression-fault-triggering test inputs for
the original version,M1, and its regression modelM2, which is directly trained with all the new
features without any other mitigating strategies. We then evaluate whether the models acquired
by different mitigation approaches can correctly predict these inputs. A higher ACC in prediction
indicates that these models are more robust to these generated inputs, and more regression faults
are likely to be fixed. Following existing work [102, 126], the ACC on the generated test inputs is
denoted as Fix. Since this metric can be seen as the ACC of the regression model on the generated
inputs, it follows Formula (9). Specifically, we further analyze the contribution of the test inputs
fixed by each mitigation approach. We split the generated test inputs into ten clusters according
to their prediction confidence. We partition the interval of prediction confidence [0.5, 1] into
10 equal segments and cluster the test inputs accordingly. Then, we evaluate the fixing ACC on
each cluster to assess the mitigation effectiveness across different CIs. This metric can reflect
the fixing effectiveness of mitigation approaches on inputs with different confidence levels in a
finer-grained way.

5.2.3 Implementation. We implement FeaProtect on Tensorflow 2.3.0. For the redundancy-
guided feature selection, we use the recommended configuration proposed in existing work [93],
initializing ) as 0 and setting n as 1e-5. For the contribution-controlled training, we set _ as 0.5
to balance the influence of two components in the loss function. Since the training in regression
faults mitigating process usually involves randomness, we repeat each approach three times for
the average results. The code and extra results can be found on our project homepage.
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5.3 Compared Approaches
In this article, we propose a pre- and in-processing approach to mitigate regression faults. We
remark that we are the first to target feature-level evolution and thus there is no prior work
specific to this problem. To ensure a fair comparison, we select two state-of-the-art in-processing
approaches for regression fault mitigation as baselines: finetuning [126] and NeuRecover [102].
Please note that these approaches are originally developed for data evolution scenarios, and can
also be applied to feature evolution due to their flexibility.

You et al. [126] proposed a finetuning strategy to mitigate regression faults. They observed that
by finetuning DL models using regression fault-triggering test inputs, the robustness of the model
can be improved, and regression faults can be fixed to some extent. To prevent data leaks, we use
DRFuzz to generate regression-fault-triggering test inputs on the validation set instead of the test
set. Furthermore, we randomly select a subset of inputs, equivalent to 20% of the training set’s size,
for finetuning.

Tokui et al. [102] proposed NeuRecover, a fix-based approach, which is categorized as an in-
processing method for repairing regression faults before model deployment. NeuRecover identifies
weights responsible for regression faults and utilizes particle swarm optimization to search for
suitable weights without compromising overall ACC. Since the specific number of candidate weights
for repair is not mentioned in their paper, we considered four values (i.e., 1%, 5%, 10%, 20%) of this
parameter for a preliminary evaluation on a sample of our benchmarks. We noticed that setting it
as 1% or 5% would decrease the fixing effectiveness due to the limited search space, and setting
it as 20% is likely to decrease the overall ACC due to the severe changes. Finally, we set it as 10%
since it can better balance both the fixing effectiveness and the ACC drop.

In addition to the aforementioned two approaches, we also consider two natural baselines.
One of them is referred to as “Direct Training,” which simulates the straightforward approach of
directly combining all the new features with the old ones to re-train a new model. Another one is
“Feature Selection,” which simulates the process of performing feature selection on the features
after evolution and then training a new model.

In the literature [59], feature selection approaches in the machine learning field can be categorized
into three categories: filter-based, wrapper-based, and embedded-based. Filter-based methods select
features before the training process and are generally applicable to any learning algorithm. They
are usually based on redundancy and importance analysis, utilizing the Chi2 score [72] or mutual
information [33]. Wrapper-based methods involve iteratively re-training the machine learning
algorithm on a subset of features to identify the subset that yields the best performance. They assess
the utility of feature subsets, often utilizing generic algorithms [121]. However, this approach is not
widely used due to the high cost of the re-training process and it is impractical to re-train the model
multiple times in practice [36]. Embedded methods incorporate the task of feature selection into
the training process, allowing the model to learn which features are most relevant during training
[108]. Embedded-based approaches usually require the use of models with specific structures for
training, such as XGBoost [22]. To fairly compare with the redundancy-guided feature selection in
FeaProtect, which is filter-based, we select the state-of-the-art filter-based approach, CONMI_FS
[39], for comparison.

5.4 Result Analysis
5.4.1 RQ1: Effectiveness Comparison. Overall Effectiveness. Given the large number of subjects

used in our study and the limited space available, we put the detailed comparison results for
each subject on our project homepage. Here, we present the overall results across all subjects in
Table 6. In Table 6, Columns 2–5 present the number of subjects where each approach performs
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Table 6. Overall Regression Faults Mitigation Results across Different Subjects

Approach #Subjects Average Improvement
ACCM2 NFR NFRrel Fix ACCM1 (%) ACCM2 (%) NFR (%) NFRrel (%) Fix (%) ACCM2 (%) NFR (%) NFRrel (%) Fix (%)

Direct Training 2+2 0 0 - 77.92 80.30 6.19 45.48 - 1.53 47.87 42.59 -
Feature Selection 0+1 0 0 1 77.92 80.65 5.89 46.20 72.62 0.88 45.22 43.48 15.20
NeuRecover 1 0 0 0 77.92 78.71 7.39 50.86 25.60 3.58 56.36 48.66 227.07
Finetuning 2 0 0 0 77.92 79.48 6.53 46.32 52.44 2.58 50.58 43.62 59.65
FeaProtect 20+3 28 28 27 77.92 81.53 3.23 26.11 83.72 - - - -

Please note that, in Column 2, on two subjects, the accuracy improvements of FeaProtect and direct training tie, and on one subject, the accuracy improvement
of feature selection and FeaProtect ties. Therefore, we present them as 2+2, 0+1, and 20+3. Since we run each experiment multiple times, we calculate the
Win/Tie/Loss counts of the Wilcoxon Rank-Sum Test (at a 5% significance level).
Please note that, in two subjects (Subjects 1 and 14), NeuRecover fails to work because it cannot find any regression fault-triggering inputs from the training set so
that it cannot localize the neurons responsible for regression faults.
The bold values in Columns 6–9 indicate top performance in the corresponding metric.

the best in terms of each metric, Columns 6–10 present the average results across all the subjects
in terms of each metric, and Columns 11–14 present the average improvement of FeaProtect over
each compared approach in terms of each metric. Among the 28 subjects, FeaProtect achieves the
best performance in terms of ACC improvement in 82.1% (23/28) of the cases. In contrast, feature
selection, NeuRecover, and finetuning only perform best in 3.6% (1/28), 3.6% (1/28), and 7.1% (2/28)
of the cases, respectively. Furthermore, FeaProtect outperforms the baseline approaches in terms
of the NFR across all subjects, with improvements of 45.2%, 50.6%, and 56.4% compared to feature
selection, finetuning, and NeuRecover, respectively. For NFRrel, it demonstrates improvements of
43.5%, 48.7%, and 43.6% compared to feature selection, finetuning, and NeuRecover. The results
demonstrate the effectiveness of FeaProtect in mitigating regression faults without influencing ACC.

Effectiveness on Mitigating Regression Faults in Different Distributions. We evaluated the mitigation
of regression faults using the Fix metric. FeaProtect outperforms two in-processing approaches,
NeuRecover and finetuning, by 227.1% and 59.7%, respectively, in fixing regression faults from
different distributions. As shown in Subjects 11 and 21 in Figure 2, where the X axis represents
the prediction confidence of the inputs on the regression model trained through direct training,
and the Y axis represents the fixing ACC for these inputs, FeaProtect can stably fix regression
faults with various ranges of prediction confidence compared to NeuRecover and finetuning. This
is mainly because FeaProtect addresses the potential causes of regression faults and enhances
model robustness. In contrast, NeuRecover is limited to fixing regression faults near the decision
boundary, suggesting its performance may be hindered when encountering regression faults that
deviate from the training data. To validate the superiority of FeaProtect, we conducted a statistical
analysis. Since we have a total of 28 subjects for our study, for each of which we calculated and
derived the average values for each metric through multiple repeated experiments, this means
that for each evaluation metric, each approach corresponds to 28 data points, which are paired
according to their IDs. Therefore, following existing work [19, 69, 94, 110], we use the Wilcoxon
Signed-Rank Test [112] at a significance level of 0.05. The test was performed for each metric, and
all the p-values were found to be smaller than 0.05. This indicates that FeaProtect significantly
outperforms all the compared approaches in terms of all the metrics, as supported by statistical
evidence. This highlights the effectiveness of FeaProtect in fixing a wide range of regression faults.

The Effectiveness of FeaProtect on Different Subjects. We then compare the performance of FeaPro-
tect on the subjects used in the motivating study (ID:1–12) and the subjects specifically reserved for
evaluating our regression faults mitigation approach (ID:13–28). Given the limited space available,
we present the results for one representative subject from each group: one from the motivating
study subjects (ID:1) and another from the evaluation subjects (ID:26). The results are presented
in Table 7. Specifically, FeaProtect outperforms baseline methods in terms of ACC, achieving im-
provements ranging from 0.00% to 4.11% on Subject 1 and a comparable range of 3.11% to 7.99%
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Fig. 2. Performance of fixing regression faults from different distributions.

Table 7. Regression Faults Mitigation Results on Motivating Study Subjects and Evaluating Subjects

Subjects Approach Average Improvement
ACCM1 (%) ACCM2 (%) NFR (%) NFRrel (%) Fix (%) ACCM2 (%) NFR (%) NFRrel (%) Fix (%)

1

Direct Training 88.67 91.20 2.13 27.34 - 0.00 30.99 31.13 -
Feature Selection 88.67 90.27 2.00 23.17 47.41 1.03 26.50 18.73 81.05
NeuRecover 88.67 - - - - - - - -
Finetuning 88.67 87.60 4.80 43.66 48.32 4.11 69.38 56.87 77.65
FeaProtect 88.67 91.20 1.47 18.83 85.84 - - - -

26

Direct Training 90.32 91.77 2.18 29.31 - 3.11 48.17 20.98 -
Feature Selection 90.32 90.50 3.75 43.72 79.44 4.55 69.87 47.03 10.26
NeuRecover 90.32 87.62 6.15 54.94 64.41 7.99 81.63 57.84 35.99
Finetuning 90.32 90.99 2.12 26.01 46.28 3.99 46.70 10.96 89.26
FeaProtect 90.32 94.62 1.13 23.16 87.59 - - - -

The bold values in Columns 4–7 indicate top performance in corresponding metric.
In Subject 1, NeuRecover fails to work because it cannot find any regression fault-triggering inputs from the training set so that it cannot
localize the neurons responsible for regression faults.

on evaluation Subject 26. Similarly, in terms of NFR, FeaProtect outperforms baselines by 30.99%
to 69.38% on Subject 1 and 48.17% to 81.63% on Subject 26, demonstrating its stable effectiveness.
Additionally, we conducted a Wilcoxon Signed-Rank Test at a significance level of 0.05 to evaluate
the relative improvement of FeaProtect compared to each baseline in terms of each metric of the
motivating study subjects and evaluation subjects. The results indicate that there is no significant
difference in the performance of FeaProtect on motivating study subjects and evaluation subjects.
The results demonstrate that FeaProtect outperforms baseline approaches across all metrics stably
on all subjects.

5.4.2 RQ2: Ablation. FeaProtect comprises two key components: redundancy-guided feature
selection and contribution-controlled training. Therefore, we conducted ablation experiments to
measure the contribution of each component. Specifically, We compared FeaProtect with two
variants of FeaProtect, i.e., FeaProtect#>� and FeaProtect#>� , representing FeaProtect without the
feature selection component and FeaProtect with the original loss function (as presented in Formula
(7)) instead of contribution-controlled training.

Table 8 presents the average results of each variant across all subjects. As shown in Table 8,
FeaProtect#>� mitigates 17.3% fewer regression faults compared with FeaProtect and performs
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Table 8. Ablation Experimental Results

Approach ACCM2 (%) NFR (%) NFRrel (%) Fix (%)

Direct Training 80.30 6.19 45.48 -
FeaProtect 81.53 3.23 26.11 83.72
FeaProtect#>� 81.29 3.79 30.17 81.61
FeaProtect#>� 80.92 4.87 37.90 74.06

The bold indicates top performance in corresponding metric.

worse than FeaProtect by 15.5% in terms of NFRrel. This highlights the importance of redundancy-
guided feature selection as FeaProtect#>� cannot eliminate redundancy and lead to regression faults.
Similarly, FeaProtect#>� mitigates 49.8% fewer NFR compared to FeaProtect and performs worse
than FeaProtect by 50.8% in terms of NFRrel. The reason is that FeaProtect#>� cannot effectively
protect the knowledge learned from old features, which causes regression faults. Overall, the results
confirm the contribution of both key components of FeaProtect.

5.4.3 RQ3: Combination with Existing Approaches. We then aim to investigate the impact of
integrating FeaProtect with post-processing approaches on enhancing overall mitigation effective-
ness. We have selected state-of-the-art ensemble methods: voting-based [84] and uncertainty-based
approaches [62]. Please note that, following the usage of existing approaches [62], we use the
previous version of the model and its regression model as an ensemble for mitigation. Regarding
voting-based approaches, we have applied soft voting and hard voting strategies. Soft voting aver-
ages the predicted confidences of both the original and regression models for the final output. Hard
voting selects the class labels with the most votes, resorting to the more confident model in case of
a tie. Uncertainty-based approaches align the predictions of the original and regression models
based on their uncertainty levels before merging them for final predictions. These approaches
are specifically designed for scenarios with limited data and unlabeled datasets. In limited data
scenarios, Li et al. [62] add noise to the model (i.e., dropout) and inputs (i.e., perturbation) to
estimate decision certainty, while for unlabeled datasets, they propose temperature scaling (i.e.,
Scaling) to align model predictions and reduce discrepancies between the two models.
FeaProtect vs. Post-Processing Approaches. Table 9 presents the results of FeaProtect and post-

processing approaches. It shows that FeaProtect outperforms uncertainty-based approaches (i.e.,
dropout, perturbation, scaling) by 34.3%, 31.7%, and 15.8% in mitigating regression faults in terms of
NFR. It also surpasses voting-basedmethods (i.e., soft and hard voting) by 2.2% and 4.6%, respectively.
Moreover, FeaProtect shows ACC improvement over post-processing methods. Notably, post-
processing approaches may struggle with regression faults from different distributions, particularly
when faced with incorrectly predicted test inputs with high confidence (i.e., ≥ 0.90), as depicted in
Figure 3, where the X axis represents the prediction confidence of the inputs on the regression
model trained through direct training, and the Y axis represents the fixing ACC for these inputs.
This is mainly because the ensemble model is susceptible to overconfident decisions from the base
models [98]. In contrast, FeaProtect successfully rectifies over 80% of regression faults within this
specific confidence range (as shown in subject ID 12 and 23). This is mainly because in-processing
approaches such as FeaProtect can directly improve the robustness of the model against regression
faults compared to post-processing approaches [50]. Overall, FeaProtect achieves results comparable
to post-processing approaches.
Effectiveness of Integrated Approaches. As shown in Table 9, integrating FeaProtect with post-

processing approaches leads to mitigating 52.6%–57.5% more regression faults in terms of NFR,
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Table 9. Average Results across All Subjects of Post-Processing and Integrated
Approaches

Approach ACCM2 (%) NFR (%) NFRrel (%) Fix (%)

Direct Training 80.30 6.19 45.48 -
FeaProtect 81.53 3.23 26.11 83.72
Dropout 80.52 5.13 37.90 39.77
Perturbation 80.64 4.95 37.11 51.02
Scaling 80.86 3.98 30.37 69.80
Soft Voting 80.72 3.30 25.50 75.01
Hard Voting 80.68 3.38 25.88 73.36

FeaProtect+Dropout 81.45 2.43 19.86 86.85
FeaProtect+Perturbation 81.37 2.32 18.69 88.03
FeaProtect+Scaling 80.79 1.69 12.92 91.14
FeaProtect+Soft Voting 80.53 1.45 10.66 92.67
FeaProtect+Hard Voting 80.49 1.47 10.77 92.56

Fig. 3. Performance of fixing regression faults from different distributions of post-processing approaches.

compared to using post-processing alone. The results prove that integrating post-processing ap-
proaches with FeaProtect can enhance their performance. This is because FeaProtect effectively
reduces regression faults and enhances the prediction consistency between the base models (i.e.,
the original model and its regression model). With the support of ensemble approaches, the overall
robustness of the ensemble model against regression faults can be further enhanced. However,
integrating FeaProtect with the voting-based approach results in a slight decrease in ACC, averag-
ing 0.2% lower than using the voting-based approach alone. This is mainly because the increased
prediction consistency of the base models impacts the diversity and complementarity of predictions
within the ensemble [115]. These findings suggest that directly using voting-based approaches may
not be optimal for mitigating regression faults, highlighting the need for tailored post-processing
approaches to balance ACC and regression fault mitigation.
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6 Discussion
6.1 Generality of FeaProtect
Apart from the dataset used in this article, FeaProtect can also be extended to various modalities
involving explicit feature evolution. For instance, in Natural Language Processing (NLP), new
sememes [65] and external knowledge (e.g., Wiki) [79] are incorporated into original sentences as
new explicit features for reasoning. FeaProtect can potentially be applied to the above modality as its
two main components are extendable. The redundancy-guided feature selection can be extended to
text by measuring the redundancy between them (e.g., using SimCSE [37]). Similarly, contribution-
controlled learning can be extended to additional modalities by leveraging Expected Gradients,
a general DL explanation framework applicable to various complex models and modalities [35].
Therefore, our approach can be applied to more modalities.

In this article, following existing works [62, 102, 126], we mainly evaluate the performance of
FeaProtect on classification tasks. However, FeaProtect can be extended to various tasks, including
regression, content generation and recommendation tasks, as long as we define the concept of
regression faults in these tasks. For example, for regression tasks,1 we may define a test input
triggering regression faults if it has lower MSE on the previous version and higher MSE in the
latest version of the model. Furthermore, in this article, we mainly focus on mitigating regression
faults caused by feature regression scenarios of DL systems. Therefore, we do not select regression
scenarios such as supplementary training or adversarial training from existing work [126]. Since
they are related to data-level evolution instead of feature-level evolution. Nevertheless, we conducted
a preliminary experiment to demonstrate that FeaProtect can be extended to more regression
scenarios by applying contribution-controlled training. For example, we constructed two regression
scenarios, adversarial and supplementary training, based on the settings in DRFuzz [126] in the
“Mobile Price Prediction” Dataset. The results demonstrate that our approach can reduce regression
faults by 56.5% (i.e., 1.0% NFR using our approach while 2.3% NFR without mitigation approaches)
in the adversarial training scenario and 16.7% (i.e., 2.5% NFR using our approach while 3.0% NFR
without mitigation approaches) in the supplementary training scenario without harming the overall
ACC. The results demonstrate the effectiveness of our approach, FeaProtect, in more regression
scenarios.

6.2 Efficiency of FeaProtect
We evaluate the efficiency of FeaProtect across all subjects, finding that the average time spent is
916 seconds. In contrast, finetuning requires only 5 seconds, while NeuRecover takes 966 seconds.
While the time cost of FeaProtect is indeed longer, primarily due to the contribution-controlled
training process, we note that it can be further optimized through parallel training. Despite being
less efficient than finetuning, the cost of FeaProtect is acceptable compared to the lengthy debugging
process for regression faults.

6.3 Parameter Influence
We investigate the impact of a key parameter, _, in FeaProtect, which is used to balance the influence
of learning new features and preserving the contribution of old features. For this experiment, we
present the results in Figure 4 for subject ID 12 as it exhibits similar trends as other subjects. When
_ decreases, it may slightly impact the ACC ofM2, but enhance regression fault mitigation. The
results suggest that the mitigation effectiveness under our default settings (_ = 0.5) is already
generally satisfactory, yet developers can still optimize the configuration according to specific tasks.
1Please note that, here, the “regression” means the regression tasks of DL models, which is related to tasks such as
classification and recommendation. In previous sections, the “regression” is related to the evolution process of DL systems.
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Fig. 4. Impact of _ in FeaProtect.

6.4 Implications
During the feature evolution process, many developers believe that directly combining old and new
features and then re-training on these features to maximize the ACC of the model is already effective
enough. However, it is essential to note that the metric of ACC emphasizes the overall performance
of the test set, potentially overlooking the performance over specific test cases. However, in certain
scenarios, the significance of particular test cases, which may be intricately linked to concerns
regarding human safety, cannot be overlooked, as negligence could lead to severe outcomes. For ex-
ample, In AI-assisted intelligent healthcare systems, any bugs introduced during evolution that lead
to incorrect treatment decisions can have severe consequences. This could potentially result in med-
ical incidents and expose the development team to legal or ethical issues. On the other hand, users of
these DL systems develop specific usage patterns and trust in the model’s judgments over long-term
interactions, which is referred to as the mental model. If the model introduces regression faults dur-
ing evolution, and users are unaware of these faults, it can significantly increase risks in the diagnos-
tic process. Even if users are aware of the regression faults, adapting quickly to the newmental model
can be challenging, and the adaptation process itself may introduce additional risks in disease diag-
nosis. Therefore, maintaining backward compatibility is crucial. As the developers of DL systems, it is
crucial to strike a balance between optimizing overall ACC and maintaining backward compatibility.

In this article, we aim to introduce a novel development pattern for DL systems. Following
this training pattern, we propose an approach to avoid over-relying on either new features or old
features during feature evolution. Particularly, it includes eliminating the redundant new features
(in a pre-processing component) while protecting the contribution of old features from being
severely impacted when learning new features (in an in-processing component). By targeting the
potential causes of regression faults, FeaProtect can ensure backward compatibility with minimal
adverse impact on ACC. Experimental results indicate that FeaProtect, in comparison to direct
training approaches, not only enhances ACC but also significantly mitigates regression faults,
further boosting the backward compatibility of the DL systems. Furthermore, our approach can
be integrated with post-processing approaches to achieve even greater effectiveness in mitigating
regression faults, thereby supporting the high-quality evolution of DL systems.

6.5 Future Work
Based on the results presented in Tables 6 and 9, all approaches [102, 126], including uncertainty-
based approaches [62], inherently introduce new regression faults during mitigation. Specifically,
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although uncertainty-based approaches are claimed to avoid inducing new regression faults during
the fixing process, we observed that the utilization of temperature scaling and variance estimation
in these approaches might lead to the occurrence of regression faults to some degree. In this context,
FeaProtect has demonstrated its ability to effectively reduce the number of regression faults while
largely maintaining ACC, outperforming the baselines. In the future, we will delve deeper into how
we can repair existing regression faults without introducing new ones. Our goal is to ensure the
reliability and stability of our approach, further minimizing the impact of regression faults,

In our motivating study, we primarily study two potential causes of regression faults in feature
evolution. However, upon eliminating these factors, we observed that a small number of regression
faults still existed, suggesting a need for a more thorough exploration of potential causes that may
lead to such regression faults in our future work.

6.6 Threats to Validity
The internal threat to validity mainly lies in the implementation of all the compared approaches,
FeaProtect, experimental scripts, and multiple comparison problems in hypotheses tests in the
motivating study. To reduce this threat, regarding the compared techniques, for DRFuzz [126] and
uncertainty-based approaches [62], we adopted the implementations of the compared approaches
released by the existing works. As for NeuRecover, its authors did not release their code, but they
mentioned how they conducted their work based on Arachne [97], therefore, we carefully replicate
their code according to their paper based on previous work [97]. Regarding the implementation on
FeaProtect, to reduce this kind of threat from implementation, two authors have carefully checked
all our code. Also, we have adopted some mature libraries to facilitate our implementation as
presented in Section 5.2.3. To reduce the threat of multiple comparison problems in hypothesis
tests, which we conducted using the Wilcoxon Rank-Sum Test in the motivating study, we adopt the
Benjamini–Hochberg procedure to correct the p-values. The reasons for selecting the Benjamini–
Hochberg procedure are twofold: (1) it is an alpha-correction method designed to deal with multiple
hypothesis testing problems by controlling the false rejection probability while retaining a high
power of the tests [15]; it is suitable for use when there are a large number of hypotheses. (2) it has
proven its effectiveness in various works [18, 55] within the software engineering field.

The external threats to validity mainly lie in the subjects used in our study. To reduce this threat,
we collected a large number of subjects with great diversity. In particular, we selected these subjects
without any subjective bias and these subjects have diverse functionalities. In the future, we will
evaluate FeaProtect on more subjects to further reduce this kind of threat.

The construct threats to validity mainly lie in the parameters in FeaProtect and the randomness.
To reduce the threat from the parameters in FeaProtect, we presented the parameter settings in
Section 5.2.3 and investigated the impact of the main parameters in Section 6.3. To reduce the threat
of randomness, we repeated all the approaches involving randomness three times and calculated
the average results in our study.

7 Related Work
7.1 Regression Testing of Traditional Software
The purpose of regression testing is to ensure that the software continues to function correctly
and that changes made do not have any unintended side effects on the existing functionalities
[125]. Current research in this field focuses on three main aspects: (1) enhancing the efficiency and
effectiveness of regression testing [23, 109], (2) generating test cases that can detect more regression
faults [75, 135], and (3) debugging and fixing regression faults [107, 128]. To improve the efficiency
and effectiveness of regression testing, optimization techniques such as test case prioritization,
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selection, and reduction are commonly employed [125]. These techniques aim to reduce the cost,
effort, and time required for regression testing. For example, Wang et al. [109] proposed a quality-
aware test prioritization approach based on the fault proneness of test cases, and Chen et al. [23]
used log information to facilitate the test prioritization process. In terms of generating test cases to
detect more regression faults, one approach is to employ fuzzing techniques on software system
changes, thereby amplifying the impact of these changes and detecting regression bugs induced
during the regression process. Zhu and Böhme [135] proposed a grey-box regression fuzzing
approach that incorporates code changes, and Noller [75] utilized differential analysis and symbolic
execution to further detect regression faults. In terms of debugging and fixing regression faults, it
is common to identify code changes for analysis. Yu et al. [128] utilized coverage analysis and delta
debugging techniques to automatically isolate failure-inducing changes, while Wang et al. [107]
proposed the use of alignment slicing to isolate changes and explain failures. In contrast to the
aforementioned works, our research focuses specifically on regression faults in DL systems. These
faults are challenging to localize and explain compared to traditional software due to the statistical
nature of DL systems.

7.2 Regression Faults and Its Mitigation in DL Systems
In DL systems, regression faults have not received widespread attention. You et al. [126] observed
that regression faults occur in various DL regression processes, such as supplementary and ad-
versarial training. To address this issue, they developed a fuzzing tool for detecting regression
faults. Given the potential severity of regression faults, several approaches have been proposed to
mitigate them. Yan et al. [122] introduced focal distillation to reduce regression faults. Xie et al.
[117] found that knowledge distillation is effective in preventing regression faults in NLP models.
You et al. [126] proposed finetuning on regression-fault-triggering test inputs to improve model
robustness. However, training-based methods often result in decreased ACC. NeuRecover [102] is
a fixing-based approach that identifies weights responsible for regression faults, but it may only
work well on faults similar to those in the training set. Li et al. [62] proposed a post-processing
method that combines results from the original and regression models, but it may produce incorrect
predictions for faults with significant output differences. Different from these works, our study
focuses on mitigating regression faults in regression scenarios involving feature evolution.

8 Conclusion
In this article, we conducted a study to explore the potential causes of regression faults brought by
feature evolution in DL systems, i.e., redundancy and contribution shift. To mitigate their impact,
we propose FeaProtect, which incorporates redundancy-guided feature selection, and contribution-
controlled training, to reduce regression faults. To evaluate the effectiveness of FeaProtect, we
compare it with two state-of-the-art in-processing regression fault mitigation approaches across
28 subjects. The results demonstrate that FeaProtect outperforms the compared approaches in
terms of regression fault mitigation across all scenarios. Furthermore, we integrate FeaProtect with
post-processing approaches and observe improved effectiveness in mitigating regression faults.
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